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Rising Concerns about Bioterrorism in the U.S.

0 1984 — The Dalles, Oregon

= Salmonella/salad bars, 751 infected
= Religious commune

0 1992 Minnesota — Deputy Marshal/Sheriff
= Ricin-DMSO on office doorknobs
= Minnesota Patriots Council Militia

0 1993 Alaska-Canadian border incident
= Plastic bag/white powder — Ricin A
0 Oct./Nov. 1996 — Medical Center Lab, Texas S“\EE‘:}

= Shigella dysenteriae/tainted pastries, 12 infected . ’,‘""‘ 7
= Probably co-worker (\




Events Leading to the Select Agent Rule

0 1993 World Trade Center bombing

0 March 20, 1995 — Tokyo subway system
= Sarin (12 killed/5,500 injured)
= Aum Shinrikyo group, also involved in:

* Ebola virus, Zaire 1992
* Clostridium botulinum, Bacillus anthracis, Coxiella burnetti

0 April 1995 — Murrah Federal Building bombing
O May 5, 1995 - Larry Wayne Harris

= QOrdered Yersinia pestis

0 1995 - Best-seller Contagion by

A Robin Cook




Select Agent Program: Brief Timeline

O Program created through the
Antiterrorism and Effective
Death Penalty Act, 1996
(Section 511). HHS was directed
to establish:

= A list of biological agents and
toxins that have the
potential to threaten public
health and safety (select
agents)

= Procedures governing the
transfer of those agents

= Training requirements for
entities transferring select
agents

®ne Nundred Fourth Congress
of the
Nnited States of America

AT THE SECOND SESSION

Begun and held at the City of Washington on Wednesday,
the third day of Jenuary, one thousand nine hundred and ninety-six

An Act

To deter terrorism, provide justice for viciims, provide for an effective death penalty,
and for other purposes.

Be it enacted by the Senate and House of Representatives of
the United States of America in Congress assembled,

SECTION L SHORT TITLE.

This At may be ated as the "Antiterrorism and Effective
Death Penaltv Act of 1996".



Overview & History

0 2001 anthrax attacks led to strengthening of program

0 Title Il of the Public Health Security and Bioterrorism
Preparedness and Response Act of 2002
= Legal authority for the current Federal Select Agent Program
= Required security measures in addition to biosafety measures
= Strengthened the regulatory authorities of HHS
= Granted comparable regulatory authorities to USDA

09-11-01
Y. cAN Ner STOP us
JE HAVE THIE ANTHRAX.
) DIE MNow.

ARE You .\qun? I
Dearw 7o Amemica.
Deaty 1o ‘i',ni':ul'




Title Il of The Act:
Enhanced Control of Dangerous Biological

Select Agents and Toxins

) ) ) . TITLE II—ENHANCING CONTROLS ON
0 Establish a list of biological DANGEROUS BIOLOGICAL AGENTS

select agents and toxins AND TOXINS
“SEC. 351A. ENHANCED CONTROL OF DANGEROUS BIOLOGICAL
1. Effect of exposure AGENTS AND TOXINS.
. “(a) REGULATORY CONTROL OF CERTAIN BIOLOGICAL AGENTS
2. Degree of contagiousness and ANDTO\I}‘I‘*—

method of transmission
3. Availability of effective pharmacotherapies .

and immunizations it RIERﬁii{i dff;? Iﬁﬁlﬁ“‘GEgtffiltfpﬁ“rlzfleﬂ'ln

4. Other criteria determined to be ' )
appropriate by the Secretary o the agent oei-t if;ﬁfi[;i_'” S SR e
0 Consult with other federal departments toxin and
and agencies, as well as scientific experts mrllg{i.ﬁiéf
representing appropriate professional : ;
groups

0 Review/republish the list biennially, or

and ag
revise as often as needed ;;gg;:g‘ic et 5
“(2) BIENNIAL REV[E :




Current Select Agents and Toxins List

HHS and USDA Select Agents and Toxins
7CFR Part 331, 9 CFR Part 121, and 42 CFR Part 73

HHS SELECT AGENTS AND TOXINS OVERLAP SELECT AGENTS AND TOXINS

wicy . . 67 Agents and Toxins on the HHS
and USDA list:

g « 35 HHS only
L‘I:'[lu SELECT AGENTS M-I-D TD)-{IMS ° 2 1 U S DA o n Iy
e 11 Overlap

Including 14 Tier 1 agents

https://www.selectagents.gov/
SelectAgentsandToxinsList.html




Tier 1 Select Agents and Toxins

0 Tier 1is a subset of the select agents and toxins list that presents the
greatest risk of deliberate misuse with the most significant potential for
mass casualties or devastating effects to the economy, critical
infrastructure, or public confidence

HHS select agents and toxins USDA select agents

(1) Bacillus cereus Biovar anthracis (1) Foot-and-Mouth Disease virus
(2) Botulinum neurotoxin (2) Rinderpest virus

(3) Botulinum neurotoxin producing

species of Clostridium Overlap select agents

(4) Ebola virus (1) Bacillus anthracis (excluding
(5) Francisella tularensis Pasteur strain)

(6) Marburg virus (2) Burkholderia mallei

(7) Variola major virus (3) Burkholderia pseudomallei

(8) Variola minor virus
(9) Yersinia pestis



Federal Select Agent Program (FSAP)

0 Regulates the possession, use, and transfer
of biological select agents and toxins (BSAT)
with the potential to pose a severe threat to public,
animal or plant health, or to animal or plant products

0 Managed jointly by:
- The Division of Select Agents and Toxins (DSAT),

[4 ] Centers for Disease Control and Prevention (CDC),
e U.S. Department of Health and Human Services (HHS)

- The Agriculture Select Agent Services (AgSAS),
Animal and Plant Health Inspection Service (APHIS),
U.S. Department of Agriculture (USDA)




Select Agent Regulations

0 Relevant regulations include:
= 7 C.F.R. Part 331 (plants and plant products)

= 9 C.F.R.Part 121 (animals and animal products)
= 42 C.F.R. Part 73 (public health)

0 List-based regulatory program (currently 67 agents)

0 Requires review and republication of agent list
every two years




Types of Entities Registered with FSAP, 2018
Total: 253

Source: 2018 Annual Report of the Federal Select Agent Program, https://www.selectagents.gov/annualreport2018.html



https://www.selectagents.gov/annualreport2018.html

C O O O

C O

Key Regulatory Functions and Activities

Promulgate the select agent regulations
Provide oversight of possession, use, and transfer [&

Conduct inspections and approve registrations

GUIDANCE ON THE

NACTIVATION OR REMOVAL
OF SELECT AGENTS AND
TOXINS FOR FUTURE USE

Approve individual access to select agents and
toxins
Receive reports of a theft, loss, or release

Take appropriate enforcement actions

>

Serve as a resource on compliance with
the regulations
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ANNUAL INTERNAL
INSPECTION GUIDANCE
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Inspection Process

0 Inspections may be conducted by FSAP without prior
notification and prior to issuing a certificate of registration

0 May include (not all inclusive) evaluation of:

= Registered laboratories

* Follow entity entry and exit requirements [personal protective equipment
(PPE)]

* Biosafety (medical surveillance program/plan)
* Inventory audit/review of inventory records
* Select agent decontamination policies and procedures

= Shipping/receiving
* Transfer procedures/standard operating procedures (SOPs)
e Division 6.1 and 6.2 training records




Inspection Process

Document review
= Plans (biosafety, incident response, security)
= Training
= Access records (manual and electronic, if applicable)
= |nstitutional Biosafety Committee minutes/approvals
= |nstitutional Animal Care and Use Committee minutes/approvals
=  APHIS/CDC Forms 2, 3, and 4; intra-entity transfers
= |Incident reports
= Exercises and after action reports (AAR)

Security
= Record observations from time on campus
= Vulnerability assessment reviews, if available
= Visit camera monitoring stations, etc., if applicable




Needs for Transformational Change

Public Health Security and Bioterrorism
Preparedness and Response Act of 2002

requirement to maintain database STRATEGIC PLAN

FY18-FY21 » NOVEMBER, 2018

GAOQ’s recommendation to improve
coordination and oversight

National Biodefense Strategy — 2018

FSAP Strategic Plan developed covering
multiple aspects of the program — focus on
system as force multiplier making it
possible T Rt

Additional
Opportunities to
Reduce

5 )

United States G
Report to

FSAP Strategic Plan

1. Ensure the recruitment, development, and retention of a knowledgeable and professional
FSAP workforce

Fragmentation,
Overlap, and
Duplication and
Achieve Other
Financial Benefits

2. Harmonize FSAP organizational processes and inspections

3. Leverage data-driven, risk-based approaches to guide FSAP operations

4. Engage, increase transparency, and highlight program benefits, with FSAP’s diverse
stakeholders
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Electronic FSAP (eFSAP) Information System

Secure, web-based user interface (portal)

Searchable; will provide immediate, real-time information on who has what select
agents, how they are being used in the work, and where they are located

Increased efficiency; FSAP can be more timely and effective
FSAP and regulated entities will both use the set of data
Reduced paper

New method of releasing inspection findings can help entities work towards
resolution in days vs. weeks or months

[\ Notifications

Federal Select Agent

Program Portal

Entity: eFSAP Test Entity

Pl LEAD AGENCY: felnlel Approved s 10/10/2019

Facility Address: 1020 91234

Responsible Official N: Responsible Official Title: Director of Science fficial Address: 1020 Valley Drive,

Registration #: 20161010-1852 Application #: cOc7e336-01e-e711-80cf-001dd8003fe2




Burden Reduction and Customer Satisfaction

Many aspects of entity registration maintenance have been revamped
to be self-service

= Reduces administrative burden for both program and entity

= Significantly speeds up processing

Increased ease of validating and submitting information

Entities have immediate visibility of where their submissions are in
life cycle

Direct interaction between SMEs and entity representatives
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eFSAP Information System:
Accelerated Processing Times
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Security Risk Assessment (SRA)

Required for access to any select
agent or toxin

= Every three years thereafter

The FBI, Criminal Justice
Information Services Division (CJIS),
conducts the SRA

= Electronic database check based on e
information and fingerprints s

= Continuous monitoring
= Restricted persons (18 USC 175b)

CJIS sends results to FSAP

7 CFR 331
9CFR 121

DOJIFBI
CJIS

Security Risk
Assessments

Based on CJIS determination, FSAP
approves or denies access




Who is a “restricted person”?

Specified in the USA PATRIOT Act (Uniting and Strengthening
America by Providing Appropriate Tools Required to Intercept and
Obstruct Terrorism Act of 2001)

No restricted person shall ship, possess, or receive a select agent

18 USC 175b defines “restricted person” as:

= Under indictment or convicted of crime punishable by imprisonment
for aterm > 1 year or is a fugitive from justice

= Unlawful user of any controlled substance
= Alien illegally or unlawfully in the U.S.

= Has been adjudicated as a mental defective or has been committed to
any mental institution

= Dishonorable discharge from the Armed Services of the United States

= |s an alien who is a national of a country that Sec. of State has made a
determination has provided support for acts of international terrorism




Select Agent Enforcement

0 Voluntary action
= Corrective Action Plan (CAP)

0 Administrative actions

= Denial of application

= Revocation or suspension of registration

2 Civil money penalties
= Up to $250k for an individual for each violation

= Up to S500k for an entity for each violation

2 Criminal

= |mprisonment for up to 5 years, a fine, or both




Program Metrics

Since 2003, there have been:

0 No reported thefts of a select agent or
toxin from a registered entity

0 No deaths among laboratory workers

0 No reported cases of iliness or death in
the general public due to work with
these agents in regulated laboratories




Transparency and
Information Sharing




Non-disclosure of Information

Public Health Security & Bioterrorism Preparedness and Response Act of
2002, Title II:

Subtitle A, Section 201

“(h) DIs( 'LOSURE OF INFORMATION.—

“(1) NONDISCLOSURE OF CERTAIN INFORMATION.—No Fed-

eral agency Apeniﬁed in paragraph (2) shall disclose under
section !

552 of title 5, United States Code, any of the following:
“(A) Any registration or transfer documentation sub-
mitted undeér subsections (b) and (¢) for the possession,
use, or transfer of a listed agent or toxin; or information
derived therefrom to the extent that it identifies the listed
agent or toxin possessed, used, or transferred by a specific
registered person or discloses the identity or location of
a specific registered person.

“(B) The national database developed pursuant to sub-
section (d), or any other compilation of the registration
or transfer information submitted under subsections (b)

and (c) to the extent that such compilation discloses site-
specific registration or transfer information.

“(C) Any portion of a record that discloses the site-
specific or transfer-specific safeguard and security meas-
ures used by a registered person to prevent unauthorized
access to listed agents and toxins.

“D) Any notification of a release of a listed agent
and (c¢), or any

or toxin submitted under subsections (b)
notification of theft or loss submitted under such
sections.

“(E) Any portion of an evaluation or report of an inspec-
tion of a specific registered person conducted under sub-
section (f) that identifies the listed agent or toxin possessed
by a specific registered person or that discloses the identity
or location of a specific registered person if the agency
determines that public disclosure of the information would
endanger public health or safety.

sub-



Background

0 For security reasons, FSAP generally has not released to the public certain
information about registered entities, including:

Site-specific information about their possession of select agents and
toxins

The location where the select agents and toxins are registered for
storage and use (i.e., laboratory)

The names of individuals working with select agents and toxins
Site-specific information submitted on an APHIS/CDC form, or
Site-specific information related to inspection reports

0 While transparency is important, we constantly need to balance the need
for transparency and disclosure versus the potential security concerns
that could arise from sharing entity-specific information




Considerations

0 Goal is to include as much information as possible without
raising any potential security concerns

0 By reporting data at an aggregate level, the intent is that it
would not be possible to identify specific entities or link the
data back to the work of any one particular entity




What We Do

a For the public:
= FSAP website

= Publication of aggregate annual program data, including:
* Annual Report of the Federal Select Agent Program
* FSAP Inspection Report Processing Annual Summary

= Participation in major national and international meetings

0 For the regulated community:

= Webinars and trainings
= Annual Responsible Official Workshop
= Sponsorship of third-party forum via ABSA International

O For state health officials:
= |nformation sharing




FSAP Website

0 Includes a variety of {((, [@8  FEDERAL SELECT AGENT PROGRAM

program information and
resource, including:

www.selectagents.gov

Regulations

Frequently Asked Questions

Policies : kS e /N
Guidance documents o / RISKASSESSMENT | ONCONPLANGE
Forms

Publications e )

OF SELECT AGENTSAND -
TOXINS FOR FUTURE USE

7 CPR Port 331, 9 CTR Part 121.3, 42 CFR Past 733

Reports

SEPTEMBER 2018

2017 Annual Report of the
Federal Select Agent Program

{ e g



http://www.selectagents.gov/

Annual Report of the Federal Select Agent Program

Annual report of aggregate program data

Provides a look at both the regulatory functions of the
program, as well as compliance with the select agent
regulations at laboratories across the nation

Initiated with analysis of 2015 data

Most recent analysis published in January 2020

Reflects FSAP’s ongoing commitment to increasing

2018 Annual Report of the

transparency Federal Select Agent Program
Ve’
AV a || abl e at % ‘n_n —

https://www.selectagents.gov/annualreport2018.html | -



https://www.selectagents.gov/annualreport2017.html

FEDERAL SELECT AGENT PROGRAM 2018 ANNUAL REPORT | KEY STATISTICS

= FSAP is managed jointly by the Centers for Disease Control and Prevention’s Division of Select Agents and
Toxins and the Animal and Plant Health Inspection Service’s Agriculture Select Agent Services

= FSAP regulates the possession, use, and transfer of biological select agents and toxins (BSAT) so that important
work with potentially dangerous and deadly pathogens is conducted as safely and securely as possible

= BSAT are materials that have the potential to pose a severe threat to public, animal or plant health, or to
animal or plant products

The 2018 Annual Report of the Federal Select Agent Program continues to provide insight
into the regulatory activities of the Federal Select Agent Program (FSAP). The report
includes a look at both the regulatory functions of the program, as well as compliance with
the select agent regulations at laboratories across the nation. This annual report is FSAP's
fourth report of aggregate program data, and reflects the program'’s ongoing commitment
to transparency and increasing understanding of the program.

253

ENTITIES WERE
REGISTERED
WITH FSAP

LAB
BIOSAFETY
LEVELS (BSL)

33% ACADEMIC

17% COMMERCIAL

15% FEDERAL GOVERNMENT
29% NON-FEDERAL GOVERNMENT
6% PRIVATE

5 1 % of entities were registered
for Tier 1" BSAT

ENTITIES MAY HAVE MULTIPLE TYPES

309% had BSL-2 and/or ABSL-2 labs
79% had BSL-3 and/or ABSL-3 labs
3% had BSL-4 and/or ABSL-4 labs

COMPLIANCE & ENFORCEMENT

total entities participated in a corrective action plan
(including 1 entity that newly agreed to participate in 2018)

total entities had fully suspended registrations
(with 5 entities newly put under partial suspension in 2018)

matters were shared with the Federal Bureau of Investigation
for potential investigation (FBI determined no action was
needed in any of those cases)

entities were referred to the HHS Office of Inspector General
or APHIS Investigative and Enforcement Services

THEFT, LOSS, OR RELEASE

thefts reported

TOTAL
INSPECTIONS
CONDUCTED BY FSAP

149 by DSAT
18 by AgSAS
39 joint DSAT & AgSAS

AVERAGE
DURATION (IN DAYS)
FOR INSPECTION

Range of
1 to 10days

8 reports of losses determined to be inventory accounting
TOP REGI STERE D AGE NTS BY AGENCY errors or inadvertent destruction of BSAT

o o s . N 0 occupational exposures resulting in illness, death, or
CDC’s Division of Select APHIS’s Agriculture transmission, out of the 185 incidents reported involving
Agents and Toxins Select Agent Services occupational exposures
1. Newcastle disease virus
2. Avian influenza virus
3. Ralstonia solanacearum
4. Xanthomonas oryzae
5. Brucella abortus

1. Brucella melitensis
2. Brucella suis
3. Brucella abortus

4. Bacillus anthracis
(Pasteur strain)

5. Francisella tularensis*

ACTIVE INDIVIDUAL
SECURITY RISK
ASSESSMENTS

TRANSFER APPROVALS: 192 DSAT | 61 AgSAS

2 60/ of the transfers were from unregistered entities to
0 registered entities, and occurred after the identification
of BSAT in a diagnostic specimen or represented
imports from outside the U.S.

Denied access
for 24 individuals

FSAP: Federal Select Agent Program  DSAT: Division of Select Agents and Toxins  BSAT: Biological select agents and toxins  ABSL: Animal biosafety level
CDC: Centers for Disease Control and Prevention  APHIS: Animal and Plant Health Inspection Service AgSAS: Agriculture Select Agent Services

KEY ABBREVIATIONS:

*Tier 1 agent, those that pose the greatest risk through misuse

Source: 2018 Annual Report of the Federal Select Agent Program, January 2020 | www.selectagents.gov/annualreport2018.html



www.selectagents.gov/annualreport2018.html

FSAP 2018: Key Facts

0 253 registered entities

0 206 inspections conducted

0 8,434 active individual security risk assessments
" Denied access for 24 individuals

0 No potential exposures resulted in illness, death, or transmission
in laboratories or the community

Source: 2018 Annual Report of the Federal Select Agent Program, https://www.selectagents.gov/annualreport2018.html



https://www.selectagents.gov/annualreport2018.html

Enforcement Actions, 2018

0 3 total entities participated in a Corrective Action Plan
= |Including 1 entity that newly agreed to participate

0 0 entities had fully suspended registrations
= With 5 entities newly put under partial suspension

0 9 matters were shared with the FBI for potential
investigation
= FBI determined no action was needed in any of those cases

0 4 entities were referred to the HHS Office of Inspector
General or APHIS Investigative and Enforcement Services

Source: 2018 Annual Report of the Federal Select Agent Program, https://www.selectagents.gov/annualreport2018.html



https://www.selectagents.gov/annualreport2018.html
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FSAP Inspection Report Processing
Annual Summaries

0 Annual report initiated with program analysis of 2015
DSAT data; now includes AgSAS data as well

0 FSAP goal is to send all inspection reports to entities
within 30 business days — analysis looks at how well the
program is meeting this goal

= Does not include entity-specific information

0O Most recent analysis released in October 2019; found i et g g L
Inspection Report Processing .

that in 2018, nearly all inspection reports (93%) were Aol Summary

sent to entities within FSAP’s goal of 30 business days »-:Tmh

= Results underscore the program’s continued mwoemmee mmmEe
commitment to provide timely feedback

Reports are available at
https://www.selectagents.gov/publications.html



https://www.selectagents.gov/publications.html

Outreach

FSAP leadership routinely speaks at major national and international meetings,
such as:

= ABSA

= ASM Biothreats

= NIH Regional/National Biocontainment Lab Annual Meeting

= Arizona Biosecurity Workshop

= |nternational Group of Experts on Biosafety and
Biosecurity Regulation (IGEBBR)

FSAP information booth regularly exhibits at
major meetings, such as:

= ABSA

= ASM Microbe

= ASM Biothreats

Routinely hold webinars to provide information and/or trainings on key topics
(e.g., policy changes, updates to the program’s information technology system)




Responsible Official (RO) Workshop

Multi-day event brings FSAP staff and the regulated community
together — 130 attendees in 2019

Agenda topics generally include discussions related to compliance
with the select agent regulations

Format includes presentations and small group discussion session

Provides an opportunity for ROs to network with colleagues




ABSA Independent Forum

0 FSAP provides continued support of an independent forum via
ABSA International to encourage routine peer-to-peer sharing of
information and best practices

0 Through this mechanism, ABSA provides an online discussion
forum, annual in-person workshop, and webinars for the
regulated community

0 Effort established in 2017 as a part of FSAP efforts to improve its
service to the regulated community and address program
recommendations




Information Sharing with State Health Officials

0 FSAP has established a process to provide state health
officials with the current list of entities within their state to
promote state public health preparedness and provide
awareness of entities in their state




Discussion

www.selectagents.gov

CDC: Irsat@cdc.gov or 404-718-2000

APHIS: AgSAS@usda.gov or

301-851-3300 option 3 (voice only)



http://www.selectagents.gov/
mailto:lrsat@cdc.gov
mailto:AgSAS@aphis.usda.gov
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